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Introduction
(Current) Internet Security




Some misconceptions

« Login/password is sufficient

* Cryptography is a silver bullet
— Availability, Denial of Service, ...

* No security for non-confidential data
— Integrity, Availability, ...

e Security Is a pure technical problem
— Awareness, Usability, TRUST, ...

e Security solutions already exist
— We only need to assemble them in the right proportion



Security Requirement

e Only one overall security requirement of the Internet:
The Internet should be SECURE

* Internet had limited scope at the time of its inception in
the 1970s

— Therefore its security requirement was much easier to meet.

 Worldwide web (HTTP protocol) gave boost to the
Internet-based systems

— Security provisioning became a crucial factor for the success of
this endeavour,

— Meeting the Internet security requirement started becoming a
nontrivial task.



Security Requirements

Confidentiality Integrity

Physical Security Access Control Traceability

e ——— ==



Trust

The reliance on a property or a virtue of
a person, or the conviction that a given
premise Is true.

Oxford Dictionary

An entity A Is considered to trust another entity B
when entity A believes that entity B will behave
exactly as expected and required.

International Telecommunication Union

e ——— ==



Establishing Trust

Trust

>Time




Security & Trust

Real World (Context)
Ambient Intelligence
Trust - Security
Digital World
Information System & Networks

Image source: Michel Riguidel
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Credit card database hacked

1§ & computer hacker has

- gained access to more than |
o million Yisa and Mastercardj®
credit card accounts in the |
us.

BREAKINI
Editions |myCHH | Wideo | Audio | News Brief|F
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T T NESS information obtained, which
by Jarmes B-‘USI E-55 hﬂﬂker | would include credit card .
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s fraudulent way.

ENTERTAINMENT From...
4 Europe w En“mﬁﬂ"ﬂﬂln But a UK-based business crime expert warned account holders
patential HERe S BHIEE AN IDG.net SITE could still be at risk if their cards were not reissued,
Netscape| FRitti=onns Wisa and Mastercard said the hacker breached the security
anline hor : December 15, 2000 system of a company that processes credit card transactions

[Sections =] webposted at 2:34 p.m EST (1934 GMT) 8% o5 behalf of merchants,
The spec e s Mumbers of credit cards can be ¢

change defaull edition &% The only way to
Informati B Malt L. o0ngin! used to make payments, such  eradicate the risks would be
access td LocAL LANGUAGES: as buying plane tickets or to reissue all 5 million...
http:/fwy German ' (IDi3) -- A major university hospital in hiring cars. Errds ae
similar pa ftalian seattle Thursday cpnﬁrmed that a == Both Yisa and Mastercard Peter Lilley, business crime
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Morwwedian last surmtner and made off wath files which protect card holders fram having to pay for any
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of the F& JCii:;sE:EHeadlines Officials at.thE UI?INEI-SI? DfWashﬂlgtDﬂ B Peter Lilley, a fellow of the UK Chartered Institute of Banking
T th:' calls hirnself "Kane" -- St':'h_? UEEr PASS and author of various books an hacking and business crime,
Security AR BNE I L while he had access to the hnspﬂ:al's syster said some hackers attack computer systems just to prove the
Sites a td precissson: networls throush a server in the hospital's ¢ point that the system is insecure.
messade boards center CIO Tom Martm. But he told BEC Mews Online that account holders of the
"The less you give out to the public the better," said Richard Smith, hacked credit cards could still be at risk.

an Internet security consultant based in Brookline, Massachusetts. "To gain access to § million different accounts is a lot,
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Defence Policy and Business

MOD confirms loss of recruitment data
18 Jan 03

The Ministry of Defence can confirm that a laptop was stolen from i
Royal Navy officer in Birmingham last week, on the night of 9710
January, and as a result, a large quantity of personal data has been
lost.

After consultation with YWest Midlands
Police about the impact on the
inyestigation were the theft to
become public knowledge, we did not
immediately make public the loss of
this data. In view of today’s media
reports, we have, however, decided
that it would now be right to do so.

N

The stolen laptop contained personal e o 0 L o0
infarmation relating to some 600,000 M08 Announcement

DI T Py o Bith i E BT BLEa SE s S & R S S e
interest in, or have joined, the Royal Mavy, Royal Marines and the Roy.
Air Force,

The information held is not the same for every individual, In some
cases, for casual enguiries, the record is no more than a name. But, fo
those who progressed as far as submitting an application to join the
Faorces, extensive personal data may be held, including passport detai
Mational Insurance numbers, drivers’ licence details, family details,
doctors’ addresses and Mational Health Service numbers,

The Ministry of Defence is treating the loss of this data with the utmos
seriousness, We are writing to some 2,500 people whose bank detail:
were included on the database, Action has already been taken with th
assistance of APACS [Association for Payment Clearing Services] to
inform the relevant banks so that the relevant accounts can be flagge
for scrutiny against unauthorised access.,

The Secretary of State will make a statement to Parliament at the
garliest opportunity,

Advice can be sought by emailing 'recruitdata@check.mod.uk’

Fage last updated at 11:57 GMT, Tuesday, 27 January 2009

= Printable version

Man 'finds US troop data' on MP3

A Mew Zealand man says he
found confidential data about
Us military personnel on an
MP3 player he bought from a
thrift shop in Oklahoma.

BE E-rnail this to 2 friend

Chris Ogle, 29, said: "The more I
ook at it, the more I see and the
less I think I should be locking.”

OMNE NEWS. TELEVISION NEW ZEALAND

The files included names and
telephone numbers of American
soldiers, according to reports by
T4 Mew Zealand.

Zhris Dgle says he found the files
when he went to download music

One expert says the files are unlikely to compromise security, as most
of them are from 2005,

Some included a warning that the release of its contents is
"profhibited by federal law".

Embarrassment

As well as personal details af US soldiers, such as social security
numbers, the files also listed pregnant female troops and apparent
mission briefings in Afghanistan,

Peter Cozens, director of the Centre for Strategic Studies, New
Zealand, said the information should not be in the public domain but it
did not appear likely to affect US national security, according to the
Associated Press news agency.

"This is just slack administrative procedures which are indeed a cause
of embarrassment," he said.



Data Isolation — Multitenancy

Chinese-Wall Model
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Cost of Security Lapses

Losses Mount as Security Risks Rise and IT Struggles d Related Articles
Anew survey by Symantec of 1000 organizations in the U5, and Europe highlights » IT Budget Strategies:
the rise in security risks and actual damage done Doing Mare with Less

¢ Best Practices for Drata
Sovernance in

By James Powell SharePaoint
0352352009 Environrments

k Sustern Failure Case
Security risks are real and growing, and they'll continue rising for at least the next two yvears, Study: Replicating the
according to IT security professionals intervieswed for Symantec's recent report, Wanaged Seclriby in ©ld in New S""_Stemg
the Enterorize. Other key findings of the survey of IT security risks, challenges, and strategies: - Eﬁf‘jﬂ;j?i}”g More
managers say it's getting harder for them to provide effective IT security hecause of increased Enwironrment
regulatory pressures, a smaller hudget, and prablems finding and hiring qualified staff » Five Virtualization Best

Practices That Can

. . . . . . . Tranzforrmm Enterprize IT
Qrganizations reported increased threats (a theoretical risk) and a rise in actual altacks in the last two

wears; respondents expect the trend to continue in the next two. Actual losses (ncluding lost revenue
and lost staff productivity were reparted by vittually all (98 percent) enterprizes surveyed. In fact, 88 percent of LS. arganizations
reparted being attacked in the last two years, ofwhich 42 percent saw attacks on a reqular hasis.

Thatvalidates other Symantec findings according to Grant Geyer, vice president of managed services at the firm. Geyer told
Enterptise Strateqies that the company's Internet Security Threat Report showed a significant rise is malicious code, especially in bot
hetwaorks. "That 72 percent said malicious code events were increasing is no surprise. The prokblem is that IT is finding that anti-wirus
programs alone aren't enough to combat the problem. Today's malware works in difficult-to-detect stealth mode, attacking in a
humhber of vectors, from e-mail and unpatched systems to the LISB drive ywou plug into your system

Geyer fears that when one-third (33 percent) of respondents say they have experienced internal malicious attacks when data leaves
the netwark, these experts are serioush underestimating the problem. "From our customer profiles, we know that there is a



Measuring Loss

Estimating Potentia
IT Security Losses

An Alternative Quantitative

Approach

institutional organizations. The authors have developed a/™

novel model for implementing quantitative measurement of |

Data loss prevention
implementations
have viability in the
enterprise; these
eight real-world
lessons help you use
DLP to its fullest.

BY RICH MOGULL

In a highly network-centric open economy, network-basec

information plays a pivotal role in all business firms and

e

possible T security losses by mining records of port-scan data. =
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fective use of business information systems is be-
coming a key success factor for most organizations.
Although effective use of such systems brings great
benefits. it also creates operational challenges, such asin-

I n today’s competitive market environment, the ef-
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Crime Costs Business

2nd July 2009

Following last wear's British
survey and considering the
soars, Charmbers of Comm
further research into the i
surveying almost 500 busin

Alrmost half of the business
centred an physical damagg
dermonstrably less common)

The findings dermonstrate §
England is burglary (33%], ; i

The most cormmmonly repor
crime to business in the pa I

The survey also dermonstra
of crime against businesses
particularly high levels of cr
45 per cent of incidents,

sul- B :

Alrmost 20% of businesses

Peter Jones, Manager of B ﬁ

understand the nature an g
crime-spedific actions are i

monitoring business crime

Intrusion by someone outside the institution without theft or loss

"Business areas should be

with local businesses and t Intrusion by someone within the institution without theft or loss
on business crime. They s

likely to occur,” _ Data loss or theft owing to malkicious software

Businesses are imvesting hE. D-“IH! Imﬁ or mﬂﬂ‘ b}fﬂmtﬂﬁtwiﬂ"liﬂ “'ﬂ inﬂitu&ﬂ'n
secLrity annually, Creer 3D°.

Data loss or theft by somecne outside the institution

Peter continued: "Business
nEighbours, Innovative wa

Other type of security incident

psts $67 billion, FBI says

e | & f 0
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aft and other computer-related
wring $67.2 billion a year,

apolating results from a survey of
sed Thursday, found that 1,324
financial loss from computer security

re than £24,000, with the total cost
l.

acause poll respondents are more
ienced a problem. So, when

mate the national cost, the FBI

ted organizations from 64 percent to

Under attack

Almost a fifth of U.S. businesses
said they suffered 20 or more

incidents such as virus infections
in an FBI survey of computer
security incidents at companies
in the past year.
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- Los Alamos hea
amid allegation
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US energy sites tighten security

By Barnie Choudhury
BBC correspondent in washington

Energy facilities in
the US have been told
to halt operations
that use the type of
computer discs
missing from the Los
Alamos nuclear
weapons laboratory.

Los Alamos has suffered other
security. lapses

Hineteen employees of the New Mexico centre 1 il -
have been suspended while the FBI probes a |.: ajarnos: centre of US nuces

security breach there. THe Rasd 6F the: Los. alimas

. : ] e : Laboratary has resigned, fo
They were called in after two storage devices e T S

disappeared from the top secret laborator
over two weeks ago.

¥ jLISﬁrS’c atomic bomb was deve

John Browne, a
physicist who became
the [abaratary's
director in 1997, will

step down on Monday.
An investigation and comprehensive review of |

security is currently taking place and has shulthe Faderal Bureau of
down all work at the key installation. Investigation and the

Department of Energy
are looking into
allegedly guestionable
purchases and the

The discs are thought to hold classified
information, possibly containing nuclear
secrets.

Embarrassment

The US Energy Secretary, Spencer Abraham,

has ordered work to be stopped at all disappearance of i
departments that use the of kind of devices computers and ather :':‘;i

that are missing. equipment from the s
complex in the state of lab
Almost 8,000 people are employed at the lab New Mexico.

and managers are having face-to-face meetin
with them to make sure their security and

safety training are up-to-date.

& spokesman for the
University of California - wh
laboratary - said the resign
This is the latest in a long line of security decision" by Mr Browne and
breaches at the installation, that have include gave no further details.

B2 E-rnail this to a friend = FPrintable version

US nuclear chief forced to quit

Us nuclear weapons agency
chief Linton Brooks has been
made to resign following a
number of security breaches
at Los Alamos Laboratory.

S Energy Secretary Samuel
Bodman said new leadership at
the Mational Nuclear Security
administration was needed,

Limtom Brooks becarmme head of the
agency in 2003

"These management and
security issues can have serious implications far the security
of the US," Mr Bodman added,

The MMSA is in charge of maintaining the country's nuclear
weapons stockpile and reducing the threat posed by YWhMDs,

The agency was created in 2000 after an espionage scandal
at Los Alamos, site of US nuclear weapons research.

Mr Brooks became head of the agency in 2003 - two security
lapses are known to have happened during his leadership.

In June last year, it emerged that a security breach which led
to the theft of files containing information on more than 1,000
workers, had gone unreported for months.

Four months later, classified documents were found during a
drugs raid on the home aof a farmer Los Alamos employee.

Mr Brooks said in a statement he accepted the decision to
remave him although "it was not a decision that I would have
preferred”.

"Cur task is now to minimise the inevitable disruption of such
a transition and to continue the vital national security work
on which we are engaged," his statement added.

Mr Brooks is expected to leave the agency by the end of the
month.



So what Is the state of
Internet security today ?
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Security and Dependabillity
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Criminals 'may overwhelm t

By Tim Weber
Business editor, BEC Mews website, Davos

Criminals controlling millions
of personal computers are
threatening the internet's
future, experts have warned.

Up to a quarter of computers
on the net may be used by
cyber criminals in so-called
botnets, said Yint Cerf, one of

the fathers of the internet.
Do vou know

taken over b

Technology writer John Markoff
said: "It's as bad as you can imagine, it pu
internet at risk."

The panel of leading experts was discussin
internet at the World Economic Farum in D

Internet pandemic

Mr Cerf, who i one of the co-developers ¢
standard that underlies all internet traffic :
Google, likened the spread of botnets to a

Of the 600 million computers currently on t
between 100 and 150 million were already
botnets, Mr Cerf said,

Botnets are made up of large 66 Despil

numbers of computers that is still wor
malicious hackers hawve brought pretty am.
under their contral after resilient

infecting them with so-called

Trojan virus programs. vint Cerf

. * Cracking |
While most owners are
oblivious to the infection, the networks of
of computers are used to launch spam e-rr
denial-of-service attacks or online fraud sc

What will frighten us next vear?

Hate Bevan
The Guardian, Thursday 11 December 2008
Ardicle history

E0EEH

A larger|smaller

Cline threats could be as scary as Ben Affleck's experience in the Tilm Paycheck

Apart from terrarism, the dgrowth of our waistlines after Christmas, the
credit crunch and its effect on our jobs and wallets, you mean? There
are going to be plenty of things online to fret about, say internet security
companies.

Top of the list of scary things is cloud computing, claim security providers
Websense and Lumension. They reckon that the cloud - where software
and data is held on servers owned by a third-party provider such as
Wicrosoft Azure or Amazon WYeb Serdces - gives the bad guys more
opportunities to steal sensitive data and trade secrets.

A total of 61% of those responding to Lumension's survey said they were

Technology

Cloud computing -
Microsoft - Amazon.comm -
Hi-tech crime - Data and
computer security - Data
pratection



Breach of Privacy Is irreparable now!

CGotober 19, 2008 - Updated 1156 GMT (1956 HKT)

Official: Sarkozy's bank account N i
hacked by thieves Y Franenaninatept

Mext Articie in World :

PARIS, France (AP) -- The French Cahinet's spokesman says "swindlers" have broken into the persanal
hank account of President Micolas Sarkozy.

Spokesman Luc Chatel tald France's Radio-J an
investigation is underway and insists the incident
"proves that this systermn of checking (bank
accounts) via the Internetisntinfallible.” He did
nat elaborate.

Weekly Journal du Dimanche reported Sunday
that thieves seized Sarkony's bank account
information and swiped small sums of maney.

The newspaper said Sarkozy reported the theft
last month and that those responsible haven't
heen found. The repart cited an unnamed official
close to the investigation for its infarmation.

The press service far Sarkomy's office declined
comment. E-mailto afriend % |01 Mixeit | Share

French Fresident Nicolas Sakozy reported the theft from
his account last manth, say media.

18 1s

2 The Associated Press. All dahts
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Holes found in Wolfowit

World Bank President Paul
Wolfowitz may be dedicated
to freeing the world from
poverty - but he seems
unable to afford a new pair
of socks.

while wvis
Edirne, western Turkey.

Both of the grey socks sported
hioles with his big toes peeking throl

The last World Bank annual report,

president's salary as of 1 July, 2005
Shelter

Mr Walfowitz was in Turkey on a tw
meeting with Prime Minister Reycep

Mr wWolfowitz strongly backs Turkey!
Lnian,

N his trip he also met homeless me
who are being helped by a Waorld Ba

In an earlier sartarial foray in the m
film Fahrenheit 9/11, Mr ‘\Waolfowitz v
comb before running it through his

appearance,
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Clean Slate Approach for FI Security

« ldentity Management
 Trust and Reputation
» Access Control and Data Protection
e Trusted Computing
e Security Analysis
— Steganalysis
o Security Audit




Security Audit Example

 Payment Card Industry Data Security Standard
(PCI DSS)

o Security Audit Procedures
— Requires audit of the physical controls




. Sagurity -
srandarncs Councll

Requirement 9: Restrict physical access to cardholder data.

Any physical access to data or systems that house cardholder data provides the opportunity for individuals to access
devices or data and to remove systems or hardcopies, and should he appropriately restricted.

PCIDSS REQUIREMENTS

TESTING PROCEDURES

IN PLACE

MOT IM
PLACE

TARGET DATE/
COMMENTS

9.1 Use appropriate facility
entry controle to limit and monitor
physical access to systems that
store, process, or fransmit
cardholder data.

9.1 Werfy the existence of physical security controls for each
computer room, data center, and other phyzical areas with gystems
that contain cardholder data
+ erify that access iz controlled with badge readers and other
devices including authorized badges and lock and key
+ Observe a system administrator's attemnpt to log info consales
for three randomly selected systems in the cardholder
envircnment and verify that they ars “locked” to prevent
unauthorized use

9.1.1 Uz cameras to monitor
sensitive areas. Audit collected
data and correlate with other
entries. Store for at least three
manths, unless otherwvise
restricted by law.

9.1.1  Verify that video cameras monitor the entry/exit points of data
centers where cardholder data is stored or present. Video cameras
should b2 internal to the data center or otherwise protected from
tampering or disabling. Verfy that cameraz are monitored and that
data from cameras iz stored for at least three months

9.1.2 Restrict phyzical access
to publicly accessible network
jacks

9.1.2 Verify by interviewing network administrators and by
obaervation that network jacks are enabled only when nesdad by
authorized employess. For example, conference rooms used o host
vigitors should not have network poris enabled with DHCP.
Alternatively, verify that visitors are escorted at all times in areas with
active network jacks

9.1.3 Restrict phyzical access
to wireless access points,
gateways, and handheld devices

9.1.3 Verify that physical access to wireless access points,
gateways, and handheld devices is appropriately resfricted

9.2 Develop procedures to help
all personnel easily distinguish
between employees and visitors,
especially in areas where
cardholder data is accessible.

“Employee” refers to full-time and
part-fime employees, femporary

9.2.a Review processes and procedures for assigning badges to
employees, contractors, and visitors, and verify thess processes
nciude the following:
*  Procedures in place for granting new badges, changing
access reguirements, and revoking terminated employees and
expired visitor badges

+ |imited access to badge system




Security Audit Scenario

 Payment Card Industry Data Security Standard
(PCI DSS)

o Security Audit Procedures
— Requires audit of the physical controls

— Generic monitoring tools:
e Hardware monitoring
— HP Insight Manager, Dell Open Manage, VMWare Virtual Center, ...
» Performance monitoring
— VizionCore, Veeam Monitor, Vmtree, Nagios, ...
* Machine state monitoring
— Virtualshield, Logcheck, ...
« Security monitoring
— Intrusion detection, honeypots, ...



Security Audit Scenario

 These tools may not be suitable for security audit
controls of “Virtualization Infrastructures”

— Physical controls can be distributed
» Onsite checks by the local controllers
— There maybe a new set of matrices
» For the measurement of security strength

— Set of new regulations/legislations for the cross-border
deployment of resources

» Like trade and commerce agreements

— New models for checkpointing
« With more reliable matrices

 Virtualization is not the antonym of Security Audit !



* R

FESERVOIR

Only Technical Approach is not sufficient

e Public awareness is crucial for the success
« Usability and ergonomics is essential
e Legal and judicial issues need to be resolved
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MI6 boss in Facebook entry ro' Us in nuclear disclosure blunder

Personal details about the life
of the next head of MI6&, Sir
John Sawers, have been
removed from social
networking site Facebook amid
security concerns.

A document providing Rt

confidential details of US
civilian nuclear sites was
accidentally posted on the
internet, the government has
admitted.

The Mail an Sunday said his wife
had put details about their
children and the location of their

The 266-page document included
the precise location of stockpiles
| of fuel for nuclear weapons, the

flat on the site. Sir John Sawers is currently t Obama administration said, The Los alamos facility in Mew Mexico

e United Mat o was one of those detailed
The Government Printing Office

website took down the posting on Tuesday after experts expressed
COnCern.

had b

Imsuit Us officials insisted the information detailed was not a security
threat.

The document, which lists itself as "sensitive but unclassified",
contains maps and information on hundreds of US civilian nuclear
sites.

Unite

Mo military installations are included but the document does cover the

ook in ; : .
nuclear weapons |laboratories at Los alamos, Livermore and Sandia,

. inch
Enriched uranium

An internet site of the Federation of American Scientists in
Mercer : £ s , .
possible: Yashington had highlighted the document's existence on Sunday,
coup saying it was "a one-stop shop for information on US nuclear
their three grown-up children and programs",
of Sir John's parents, the paper P 000000116 SHAF

Enid 4 spokesman for the printing office told the New York Times the

Arnriimant had heen natheraed "inder narmal anearatinon nracedi ras"
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IS ONE-MINUTE WORLD NEWS

News Front Page Fane last updated at 0Z2:30 GMT, Thursday, 9 &pril 2009 03:30 Uk
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o
Yy s ies "infil id’
L0 Spies 'infiltrate US power gri

africa

Americas By Maggie Shiels

Technoloagy reporter, BBC Mews, Silicon Yalley SEE ALSOD

v YWhat makes a cyber criminal?

Asia-Pacific

Europe The US government has 19 May 08 | Armericas

TIE Eent adiniitadthe fation’s powes v Dhiama begins cvhersecurity review
South Asia grid is ""'UI"EfE.'hIE to E"!'hE_r 10 Feb 0% | Technalogy

uK attack, following reporis it has LN (S —
B hE.ErI infiltrated by foreign 18 Sep 08 | Technology

Health Spies. v Cybercnime threat rising sharply

31 Jan 092 | Davos 2009

China spying 'biggest US threat’
15 Mow 07 | Americas

Science & Environment 10 Wall Street Journal (WSI)

I newspaper reported that Chinese

- and Russian spies were behind this
Entertainment

-

"nervasive" breach, Security experts say the technology v US warned of China ‘cyber-spying’
Also in the news protecting the grid has not kept pace 20 Mow 08 | Asia-Pacific
s ;t said software had been |eft v Firms demand aid on hi-tech crime
ehind that could shut down the electric grid. 03 Nov 08 | Techrslogy
Hawve Tour Say "The wulnerability is something [we] have known about for years," ¥ EU to search out cyber ciminals
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FI Security — Business Interests

* Return on Investment (ROI)

— Measure of the worth of a project by measuring what benefits
(return) accrue from an investment.

* Return on Security Investment (ROSI)

— Budget optimisation for security measures
how to get maximum security for a given budget

— Cost vs. Benefit analyses of security measures
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FBI says attacks succeeding despite security investments
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Conclusions




Predictions are not easy ...

It has always been difficult to predict the future trend of
computing. These predictions are not always true:

— I think there is a world market for about five computers
Thomas J. Watson (IBM Founder) 1943

— The number of UNIX installations has grown to 10, with
more expectec[ Dennis Ritchie and Ken Thompson 1972

— 640K (program memory) ought to be enough for anybody
Attributed to Bill Gates (Microsoft Founder) 1981
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Technology-based predictions

 However, technology-based predictions are often
correct:

— Moore’s law
— Mark Weiser vision
— Quantum computers

 We agree that Future Internet has fascinating prospects.

 We need to work on the new paradigms for assuring
security requirements of this emerging area.



Growth of Security Services

e Past: Security architecture has to thwart attacks
— Access control, intrusion detection system, ..

* Present: Security architecture provides protection even
under hostile situations

— Intrusion tolerance, honeypots, security wrappers, ...

e Future: Security architecture will have to cover the post-
attack situations

— Ethical hacking, forensics, security bootstrapping, ...



Investment in Human Capital

o Security Management is itself becoming a comprehensive
domain.

 We need to produce skilled manpower to deal with the
complex security and dependability issues

ILLYRERATE?
WHITE FR FHEE "f*

ILUITERACY FOUNDATIC
BO6 MAIN STREET

e This is the obvious
way of weaving the
security services in
the fabric of today’s

Information society

—




REMEMBER
Security Is not a PRODUT
Security 1Is a PROCESS

Thank you
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Backup slides




Definitions

e Authentication

— Each party establishes a level of trust in the
identity of the other party

— Authentication protocol sets up a secure
communication channel between the
authenticated parties

o Authorization
— Provides access controls to desired parties.

— Allows access to resources based on i
policies attached to each service.

« Determines what you are allowed to do when you




Definitions

. Availability
— Legitimate users have access when they need it

— Replication: well-known technique for improving
availability in distributed systems

» Total network load is also decreased if replicas & requests
are reasonably distributed

« Confidentiality

— Assures that information does not reach unauthorized
individuals, entities, or processes.

— Achievable by a mechanism for ensuring access control

— Confidentiality requirements include point-to-point
transport as well as store-and-forward mechanisms.
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Definitions

* Integrity
— Assurance that information can only be accessed or
modified by those authorized to do so.

— Nontrivial problem

» especially when storage hardware and networks are not
perfect

o Traceability

— Mechanism of observing the various actions taken by
the different actors

— Used to develop audit trails
— Events are recorded in log files
— Can be used to determine the responsibility of incidents




Definitions

Resilience

— Provides an abstraction layer to hide the architectural
changes from the overall security architecture

— Security architecture should remain intact and should
deliver the promised level of security even if its
composition changes over time.

Data Lifecycle Management (DLM)

— Lifecycle is the time from the moment data is created
until it is deleted or stored indefinitely.

— Security assurances require spanning the entire \{“ /e
lifecycle of data.

\
| <
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Security Solutions — ENCRYPTIO\I

. * Plaintext g

l Defence from: T
Plaintext, P _ Active Active Plaintext, P
Passive Intruder, Intruder,
Intruder, Can change Can insert
Encryption only listens ~ message message Decryption
Method Method
E}{ (P) L J{(r‘
Ciphertext, C \ \ Ciphertext, C

Network
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Security Solutions — IP Security (IPSec)

 |IPSec is an Internet standard for network layer sec  urity

« Components:
— an authentication protocol (Authentication Header — AH)
— a combined encryption and authentication protocol (Encapsulated

Security Payload — ESP)

— key management protocols (the default is ISAKMP/Oakley)

e |mportant RFCs

RFC 2401
RFC 2402:
RFC 2406:
RFC 2408:
RFC 2412:

an overview of the IPSec security architecture
specification of AH

specification of ESP

specification of ISAKMP

specification of Oakley

* |IPSec is mandatory for IPv6 and optional for IPv4



IPSec — Modes of Operation

Transport Mode

Y N

Original
IP Header
Tunnel Mode

P Hoader _
N N




SSL/TLS

 SSL = Secure Sockets Layer
— unreleased v1, flawed but useful v2, good v3

 TLS = Transport Layer Security
— TLS1.0 = SSL3.0 with minor tweaks (see later)
— Defined in RFC 2246
— Open-source implementation at http://www.openssl.org/

« SSL/TLS provides security ‘at TCP layer’
— Uses TCP to provide reliable, end-to-end transport
— Applications need some modification
— In fact, usually a thin layer between TCP and HTTP



SSL/TLS

SSL Record
Protocol

TCP
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Firewalls

* Firewalls are used to prevent intruders on the Internet
from making unauthorized access and denial of service
attacks to your network.

o A firewall is a router, gateway, or special purpose
computer that examines packets flowing into and out of
the organization’s network (usually via the Internet or
corporate Intranet), restricting access to that network.

 The two main types of firewalls are packet level firewalls
and application-level firewalls.

Firewall Organization's

Internet backbone
network




Firewalls

« A packet-level firewall (or packet filter) examines the
source and destination address of packets that pass
through it, only allowing packets that have acceptable
addresses to pass.

* An application level firewall or application gateway acts
as an intermediate host computer, separating a private
network from the rest of the Internet, but it works on
specific applications, such as Web site access.

« DMZ (demilitarized zone) sits between perimeter
network and internal network. It is separated by firewalls
on both sides.






Virtual Private Network (VPN)

VPN Definad

Remate
Office

Home
—
;
Jd
1

Intemet/
IF Frame

| Relay, ATM
Business ,

Partner

g Q_f Q—; ;L Service Provider Metwork

Wobile
||Jr,..'|:||- k-.l:ﬂ
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Security Solutions — AUTHENTICATION

X.509

/ x509 v3 Bodypart

version 3
Certificate

Si

gnature Algorithm

Signature

Signature of CA
9 P

avaure /111111

Version

Serial Number

Signature Algorithm

Issuer Name

Validity
_

Subject Name

Subject Public Key

Issuer Unique ID (v2)

Subject unique ID (v2)

Extensions (v3)




Security Solutions — X.509 Certificates

Certificate [ x|

Lieneral I Details | Certification Path |

L

=-1 Certificate Information

Thiz certificate is intended to:

sGuarantee the identity of a remate computer

*Enzure e-mail came from sender

*FPratect e-mail fram tampering

*Enzure the content of e-mail cannot be viewed by athers

lssued to: Bad Man
Iszued by: TC TruztCenter Clazs 1 Ca

Walid from 131000 ko 13.70.01

@ “ou have a private key that coresponds to thiz certificate.

lzstien Statement..

Certificate

General Details I Certification F'athl

Shov: [ETSRR ~ |

Field

| W alue |:|

E Serial Mumber

E Signature Algorithm
E lzsLer

[=]valid From

[F]valid To

E Subject

=] Public Key
MetzcapeCaPaolice R L

F0EB 0000 0007 1A3C BEOT D
md5R 52,

certificate@trustocentar de, TC .
Mitbwoch, 18, Okkober 200016, .
Donnerstag, 18, Oktober 2007 .
MewverT rusttd el @hotmail. com,. .
R5a 512 Bits]

1624 BE7A 7470 3A2F 2F7F 77 ;I

Edit Properties. .. | Copy ta File... |

.
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Security Solutions — Kerberos

1. Request a ticket for TGS

\ 4

Authentication
Service (AS)

2. Return TGT to client

A

m=— 3. Send TGT and request for ticket to \\AppSery

e > Ticket
SRR, = .
= T = ) 4. Return ticket for \AppServ Granting
Kerberos Service
client —5. Send session ticket to \AppServ (TGS)

—6 (Optional) Send confirmation of identity to client

A\

(KDC)

Tmaenes, = =  \AppServ




Discretionary Access Control

Individuals

'
'
'
'

Resources

~ Server 1

ﬁ Server 2

> ﬁ Server 3

Security Solutions — AUTHORISATION

Application
Access List
Name Access =
Tom Yes
John No >
Cindy Yes H
N
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Security Solutions — AUTHORISATION

Mandatory Access Control

“Classified”

Individuals Resources
'ﬂ' ~ Server 1
Inl \ — “Top Secret”
w ﬁ‘ﬁ Server 2

“Secret”
w B %ﬁ Server 3



Security Solutions — AUTHORISATION

Role-based Access Control
Individuals Roles Resources

'“I > Rolel » | F Server1

?
RN

Server 2

. Role 3/ ™1 Server 3

- Users change frequently, Roles dm‘a




Security Solutions — CONFIDENTIALITY

Bell-LaPadula Model

o Let L(S)=Is be the security clearance of subject S.
Let L(O)=lo be the security classification of object O.

Simple Security Condition:  (No Read Up)
— S canread O if and only if lo<=Is and
— S has discretionary read access to O.

*-Property (Star property): (No Write Down)
— S can write O if and only if Is<=lo and
— S has discretionary write access to O.

TS personnel can not write documents lower than TS.
— Prevent classified information leak.



Security Solutions — INTEGRITY

Biba Model

 Based on Bell-LaPadula
— Subject, Objects
— Integrity Levels with dominance relation

* Higher levels
— more reliable/trustworthy
— More accurate

Clark-Wilson Model

« Addresses data integrity requirements for commercial applications.
— E.g. Bank transactions
* Integrity requirements are divided into:
— internal consistency: properties of the internal state that can be enforced

by the computer system.
— external consistency: the relation of the internal state to the real world:

enforced by means outside the system, e.g. auditing.



