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Introduction
(Current) Internet Security 



Some misconceptions
• Login/password is sufficient

• Cryptography is a silver bullet
– Availability, Denial of Service, …

• No security for non-confidential data
– Integrity, Availability, …

• Security is a pure technical problem
– Awareness, Usability, TRUST, …

• Security solutions already exist
– We only need to assemble them in the right proportion



Security Requirement
• Only one overall security requirement of the Internet:

The Internet should be SECURE

• Internet had limited scope at the time of its inception in 
the 1970s
– Therefore its security requirement was much easier to meet.

• Worldwide web (HTTP protocol) gave boost to the 
internet-based systems
– Security provisioning became a crucial factor for the success of

this endeavour;
– Meeting the Internet security requirement started becoming a 

nontrivial task.



Confidentiality Integrity Availability

TraceabilityPhysical Security Access Control

Security Requirements



Trust

The reliance on a property or a virtue of 
a person, or the conviction that a given 
premise is true.

Oxford Dictionary

An entity A is considered to trust another entity B
when entity A believes that entity B will behave 
exactly as expected and required.

International Telecommunication Union



Establishing Trust
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Security & Trust 

Real World (Context)

Ambient Intelligence

Security

Digital World

Information System & Networks
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Image source: Michel Riguidel



Ground situation



Military Systems are secure ?



Data Isolation – Multitenancy 

Chinese-Wall Model
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Cost of Security Lapses







Cost of Security Lapses



So what is the state of 
Internet security today ?





Future Internet 

Security and Dependability
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Dependability Metrics



Higher connectivity, broader scope



Breach of Privacy is irreparable now!





Clean Slate Approach for FI Security
• Identity Management
• Trust and Reputation
• Access Control and Data Protection
• Trusted Computing
• Security Analysis

– Steganalysis

• Security Audit
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Security Audit Example 
• Payment Card Industry Data Security Standard 

(PCI DSS)
• Security Audit Procedures

– Requires audit of the physical controls





Security Audit Scenario 
• Payment Card Industry Data Security Standard 

(PCI DSS)
• Security Audit Procedures

– Requires audit of the physical controls
– Generic monitoring tools:

• Hardware monitoring
– HP Insight Manager, Dell Open Manage, VMWare Virtual Center, …

• Performance monitoring
– VizionCore, Veeam Monitor, Vmtree, Nagios, …

• Machine state monitoring
– Virtualshield, Logcheck, …

• Security monitoring
– Intrusion detection, honeypots, …



Security Audit Scenario
• These tools may not be suitable for security audit 

controls of “Virtualization Infrastructures”
– Physical controls can be distributed

• Onsite checks by the local controllers

– There maybe a new set of matrices
• For the measurement of security strength

– Set of new regulations/legislations for the cross-border 
deployment of resources

• Like trade and commerce agreements

– New models for checkpointing
• With more reliable matrices

• Virtualization is not the antonym of Security Audit !



Only Technical Approach is not sufficient

• Public awareness is crucial for the success
• Usability and ergonomics is essential
• Legal and judicial issues need to be resolved
• …



Public Awareness

She had not imposed 
privacy protection on 
her account allowing 

any of Facebook’s 200 
million users in the 

open-access “London”
network to see the 
entries, it added.



Usability and ErgonomicsHTTPS = HTTP + SSL



Legal and Judicial Issues



FI Security – Business Interests
• Return on Investment (ROI)

– Measure of the worth of a project by measuring what benefits 
(return) accrue from an investment.

• Return on Security Investment (ROSI)
– Budget optimisation for security measures 

how to get maximum security for a given budget
– Cost vs. Benefit analyses of security measures



Data source: Nature Magazine







Conclusions 



Predictions are not easy …
• It has always been difficult to predict the future trend of 

computing. These predictions are not always true:

– I think there is a world market for about five computers
Thomas J. Watson (IBM Founder) 1943

– The number of UNIX installations has grown to 10, with 
more expected Dennis Ritchie and Ken Thompson 1972

– 640k (program memory) ought to be enough for anybody
Attributed to Bill Gates (Microsoft Founder) 1981



Technology-based predictions
• However, technology-based predictions are often 

correct:
– Moore’s law
– Mark Weiser vision
– Quantum computers

• We agree that Future Internet has fascinating prospects. 
• We need to work on the new paradigms for assuring 

security requirements of this emerging area.



Growth of Security Services
• Past: Security architecture has to thwart attacks

– Access control, intrusion detection system, ..

• Present: Security architecture provides protection even 
under hostile situations
– Intrusion tolerance, honeypots, security wrappers, …

• Future: Security architecture will have to cover the post-
attack situations
– Ethical hacking, forensics, security bootstrapping, …



Investment in Human Capital
• Security Management is itself becoming a comprehensive 

domain.

• We need to produce skilled manpower to deal with the 
complex security and dependability issues.

• This is the obvious
way of weaving the
security services in
the fabric of today’s
information society



Thank you

REMEMBER
Security is not a PRODUT
Security is a PROCESS



Backup slides



Definitions

• Authentication
– Each party establishes a level of trust in the 

identity of the other party
– Authentication protocol sets up a secure 

communication channel between the 
authenticated parties

• Authorization
– Provides access controls to desired parties.
– Allows access to resources based on 

policies attached to each service. 
• Determines what you are allowed to do when you 

have been authenticated to the system.



Definitions 

• Availability
– Legitimate users have access when they need it 
– Replication: well-known technique for improving 

availability in distributed systems
• Total network load is also decreased if replicas & requests 

are reasonably distributed

• Confidentiality
– Assures that information does not reach unauthorized 

individuals, entities, or processes.
– Achievable by a mechanism for ensuring access control
– Confidentiality requirements include point-to-point 

transport as well as store-and-forward mechanisms.



Definitions 

• Integrity
– Assurance that information can only be accessed or 

modified by those authorized to do so.
– Nontrivial problem

• especially when storage hardware and networks are not 
perfect

• Traceability
– Mechanism of observing the various actions taken by 

the different actors
– Used to develop audit trails
– Events are recorded in log files
– Can be used to determine the responsibility of incidents



Definitions 

• Resilience 
– Provides an abstraction layer to hide the architectural 

changes from the overall security architecture
– Security architecture should remain intact and should 

deliver the promised level of security even if its 
composition changes over time.

• Data Lifecycle Management (DLM)
– Lifecycle is the time from the moment data is created 

until it is deleted or stored indefinitely.
– Security assurances require spanning the entire 

lifecycle of data.



Security Solutions – ENCRYPTION
SenderSender ReceiverReceiver
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• IPSec is an Internet standard for network layer sec urity
• Components:

– an authentication protocol (Authentication Header – AH)
– a combined encryption and authentication protocol (Encapsulated 

Security Payload – ESP)
– key management protocols (the default is ISAKMP/Oakley)

• Important RFCs
– RFC 2401: an overview of the IPSec security architecture
– RFC 2402: specification of AH
– RFC 2406: specification of ESP
– RFC 2408: specification of ISAKMP
– RFC 2412: specification of Oakley

• IPSec is mandatory for IPv6 and optional for IPv4

Security Solutions – IP Security (IPSec)



IPSec – Modes of Operation



SSL / TLS

• SSL = Secure Sockets Layer
– unreleased v1, flawed but useful v2, good v3

• TLS = Transport Layer Security
– TLS1.0 = SSL3.0 with minor tweaks (see later)
– Defined in RFC 2246
– Open-source implementation at http://www.openssl.org/

• SSL/TLS provides security ‘at TCP layer’
– Uses TCP to provide reliable, end-to-end transport
– Applications need some modification
– In fact, usually a thin layer between TCP and HTTP



SSL / TLS
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Firewalls 
• Firewalls are used to prevent intruders on the Internet 

from making unauthorized access and denial of service 
attacks to your network.

• A firewall is a router, gateway, or special purpose 
computer that examines packets flowing into and out of 
the organization’s network (usually via the Internet or 
corporate Intranet), restricting access to that network.

• The two main types of firewalls are packet level firewalls 
and application-level firewalls.



Firewalls 
• A packet-level firewall (or packet filter) examines the 

source and destination address of packets that pass 
through it, only allowing packets that have acceptable 
addresses to pass.

• An application level firewall or application gateway acts 
as an intermediate host computer, separating a private 
network from the rest of the Internet, but it works on 
specific applications, such as Web site access.

• DMZ (demilitarized zone) sits between perimeter 
network and internal network. It is separated by firewalls 
on both sides.



Virtual Private Network (VPN)



Virtual Private Network (VPN)



X.509X.509
version 3version 3
CertificateCertificate

x509 v3 x509 v3 BodypartBodypart

VersionVersion

Serial NumberSerial Number

Signature AlgorithmSignature Algorithm

Issuer NameIssuer Name

ValidityValidity

Subject NameSubject Name

Subject Public KeySubject Public Key

Issuer Unique ID (v2)Issuer Unique ID (v2)

Subject unique ID (v2)Subject unique ID (v2)

Extensions (v3)Extensions (v3)

Signature AlgorithmSignature Algorithm

Signature of CASignature of CA

DigitalDigital
SignatureSignature

Security Solutions – AUTHENTICATION



Security Solutions – X.509 Certificates



AuthenticationAuthentication

Service (AS)Service (AS)

TicketTicket

GrantingGranting

Service Service 
(TGS)(TGS)

(KDC)(KDC)

Kerberos
client

\\\\AppServAppServ

1. Request a ticket for TGS1. Request a ticket for TGS

2. Return TGT to client2. Return TGT to client

3. Send TGT and request for ticket to 3. Send TGT and request for ticket to \\\\AppServAppServ

4. Return ticket for 4. Return ticket for \\\\AppServAppServ

5. Send session ticket to 5. Send session ticket to \\\\AppServAppServ

6. (Optional) Send confirmation of identity to client 6. (Optional) Send confirmation of identity to client 

Security Solutions – Kerberos



Name  Access
Tom Yes
John No
Cindy Yes

Application
Access List

Individuals Resources

Server 1

Server 3

Server 2

Security Solutions – AUTHORISATION

Discretionary Access Control



Security Solutions – AUTHORISATION

Mandatory Access Control

Individuals Resources

Server 1
“Top Secret”

Server 3
“Classified”

Server 2
“Secret”



Security Solutions – AUTHORISATION

Role-based Access Control
Individuals Roles Resources

Role 1

Role 2

Role 3

Server 1

Server 3

Server 2

Users change frequently, Roles don’t



Security Solutions – CONFIDENTIALITY

Bell-LaPadula Model

• Let L(S)=ls be the security clearance of subject S.
• Let L(O)=lo be the security classification of object O.

• Simple Security Condition: (No Read Up)
– S can read O if and only if lo<=ls and
– S has discretionary read access to O.

• *-Property (Star property): (No Write Down)
– S can write O if and only if ls<=lo and
– S has discretionary write access to O.

• TS personnel can not write documents lower than TS.
– Prevent classified information leak.



Security Solutions – INTEGRITY

Biba Model
• Based on Bell-LaPadula

– Subject, Objects
– Integrity Levels with dominance relation

• Higher levels
– more reliable/trustworthy
– More accurate

Clark-Wilson Model
• Addresses data integrity requirements for commercial applications.

– E.g. Bank transactions 
• Integrity requirements are divided into:

– internal consistency:  properties of the internal state that can be enforced 
by the computer system. 

– external consistency: the relation of the internal state to the real world: 
enforced by means outside the system, e.g. auditing.


